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Without telecommunication the modern business world 
would be unimaginable. Companies of all sizes exchange 
coný dential information over public networks, such as 
phone, data and internet lines, as well as cellular radio 
links. However public networks are vulnerable. Hacker 
and industrial spies can force their way into internal 
information, wiretap calls, intercept and misuse data 
exchange.

A way to block off espionage dangers is the implementation 
of a strong encryption, which protects information from 
unauthorised access. As a specialist in this subject, 
Safe-com has developed the Safe-com Babylon product 
family. The ý eld of application of a Safe-com Babylon is 
encryption of audio, video and data communication.

1.1 Strong encryption methods
Encryption protects data packets during transmission over 
public communication lines. For this Safe-com Babylon 
exclusively uses recognised cryptography standards, 
such as Triple-DES and AES.

This process translates data into a secret code. As opposed 
to proprietary encryption algorithms, standards ensure 
that security is only dependent upon the secrecy of the 
key. Metaphorically speaking, you place your coný dential 
data into a secure vault and lock it. If the recipient of 
your message is also equipped with a Babylon device, 
he or she only needs the appropriate key in order to 
decipher the data. A spy who does not know the key has 
no chance to gain access to your information.

1.2 Secure key exchange
Safe-com uses international standards for the key 
exchange as well. Along with the option of having the 
security ofý cer assign static keys, Safe-com Babylon 
also offers two protocols for dynamic key exchange. At 
every new connection the Safe-com Babylon devices can 
automatically generate new keys and exchange them 
either through the Difý e-Hellman or the MDI (Master 
DES Internal)1 method. Of course it is possible to 
protect the dynamic key exchange from active invaders 
- the so called „Man-in-the-Middle“ attack - through 
authentication mechanisms. 
1) MDI is the name assigned by Safe-com to a process for key exchange 
based on the industry standard ISO/IEC 11770-2

1.3 Beneý ts of the Babylon Family
The Babylon product family encrypts the communication 
data at transport level.

Unlike „applications“, such as videoconferences or email 
systems, with built-in encryption, the Babylon product 
family provides complete independence between the 
network infrastructure and the applications using it. 
If, for instance, an new videoconference system is 
implemented, this does not require the implementation 
of a new encryption system as well.

The Babylon products are characterised by the 
following key features:

Å Fulý lment of the strictest requirements for strong 
encryption

• Transparent to the user

• Extensive administration facilities through the 
Safe-com SecurityManager

• Low operation cost through remote maintenance 
and easy device management

• Wide spectrum of supported communication types 
and protocols: ISDN, Frame Relay, X.25, Link-
HDLC, Link-Bitstream, Inmarsat ISDN (M4/Fleet/
GAN), Inmarsat B, IP, G703, IP, GPRS, Wiý  and 
UMTS

• Conformity of security mechanisms to international 
standards

• Scalability and implementation of different device 
models in the same communication infrastructure
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