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BABYLON IP
Encryption device for IP-based communication with AuDIT
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Protects 
conýdentiality of IP-

based voice and
video communication

AES Encryption with 
256 Bit key length

Triple-DES Encryption 
with

192 Bit key length

Automatic tunnel
establishment using 

AuDIT

Full support of IPSec 
standards

Completely transparent 
to the user

Noiseless, no fan

Available for 
stand-alone

video conferences
and MCU

Multicasting 
for multipoint

videoconferences

Take security
into your

hands

Preliminary considerations

IP networks, such as the Internet, 
are in use everywhere and deliver all 
kinds of applications directly on an 
user‘s desk. After voice transmission
with ‘Voice over IP’ (VoIP) has 
discovered the IP world, the most 
widely used video conference 
systems now also support the so 
called ‘Videoconference over IP’ 
(VCoIP) and offer an IP network 
connection along with the traditional 
ISDN link.

However, typically IP connections 
take place over a large network 
(Internet) and all a hacker or an 
eavesdropper needs is just an 
internet link and the right tools. The 
threat to IP communications reaches 
a new order of magnitude: virtually 
every internet user can wiretap an 
IP video conference. 

Encryption becomes more important
than ever. 

Safe-com offers the required 
protection of conýdentiality for 
the IP transmissions, through the 
encryption system for IP packets 
Babylon IP.

Babylon IP offers a complete 
security solution for all 
IP based Video and Audio 
applications

Babylon IP encrypts the complete 
data stream thus preventing 
unallowed access to video and voice. 
Safe-com Babylon IP is installed at 
sender and receiver side between 
the video conference system or MCU 
and the IP network.

Calls are automatically encrypted in 
a way which is fully transparent to 
the user.

Firewall-functionality 

Whilst strong encryption ensures 
the conýdentiality of a voice or video 
communication, an open net such 
as the Internet offers a number 
of other technical possibilities to 
disrupt this communication. Against 
these attacks Babylon IP provides 
protection by means of its ýrewall 
functionality. This is based on the 
long-standing expertise of Safe-com 
in the area of network security.

Easy migration

Many video conference systems are 
already equipped for a migration from 
ISDN to IP and provide connection to 
both types of line. Safe-com offers 
strong encryption for both protocols
and is equally equipped for a 
migration from ISDN to IP.




